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Fraud Intelligence Framework
A layered model for detecting fraud across identity, access, interaction, transaction, and coordinated fraud

networks.
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Developed by Zarelva as part of independent fraud intelligence research.

LAYER 1 — IDENTITY

🛡️ Identity Layer
Synthetic identities  ·  Fake accounts
Stolen credentials  ·  Account farms

▼
<div class="layer-card l2">
  <div class="layer-header"><span>LAYER 2 

— ACCESS &amp; INFRASTRUCTURE</span>
</div>
  <div class="layer-body">
    <div class="layer-icon">☁️</div>
    <div class="layer-content">
      <h3>Access &amp; Infrastructure 
Layer</h3>
      <p>Bot traffic &nbsp;·&nbsp; API 

abuse &nbsp;·&nbsp; VPN / proxy 
detection<br>Emulator farms &nbsp;·&nbsp; 
Automated account creation</p>
    </div>
  </div>
</div>
<div class="arrow">▼</div>

<div class="layer-card l3">
  <div class="layer-header"><span>LAYER 3 
— INTERACTION &amp; BEHAVIOUR</span>
</div>
  <div class="layer-body">
    <div class="layer-icon">🤖</div>

    <div class="layer-content">
      <h3>Interaction &amp; Behaviour 
Layer</h3>
      <p>Prompt injection &nbsp;·&nbsp; 
AI manipulation<br>Data extraction 
&nbsp;·&nbsp; System prompt attacks</p>
    </div>

  </div>
</div>

<div class="panel">
  <h4>Zarelva Signal Categories</h4>
  <div class="signal-row"><div 

class="sig-dot sd1"></div>Identity 
&amp; credential signals</div>
  <div class="signal-row"><div 
class="sig-dot sd2"></div>Behavioural 
&amp; velocity signals</div>
  <div class="signal-row"><div 
class="sig-dot sd3"></div>Network 

&amp; infrastructure signals</div>
  <div class="signal-row"><div 
class="sig-dot sd4"></div>Delegation 
&amp; coordination signals</div>
</div>

<div class="panel">

  <h4>Risk Output — Agent Risk 
Engine</h4>
  <div class="risk-badges">
    <span class="badge b-score">Risk 
· 0–100</span>
    <span class="badge b-
low">LOW</span>

    <span class="badge b-
med">MEDIUM</span>
    <span class="badge b-
crit">CRITICAL</span>
  </div>
  <div class="action-row">
    <span class="action-
label">Action:</span>

    <span class="act act-
allow">ALLOW</span>
    <span class="act act-
review">REVIEW</span>
    <span class="act act-
block">BLOCK</span>
  </div>

  <div class="risk-point">Triggered 



<div class="arrow">▼</div>

<div class="layer-card l4">
  <div class="layer-header"><span>LAYER 4 

— TRANSACTION &amp; FINANCIAL</span>
</div>
  <div class="layer-body">
    <div class="layer-icon">💳</div>
    <div class="layer-content">
      <h3>Transaction &amp; Financial 
Layer</h3>

      <p>Refund abuse &nbsp;·&nbsp; 
Unauthorised AI actions<br>Card testing 
&nbsp;·&nbsp; Payment fraud</p>
    </div>
  </div>
</div>
<div class="arrow">▼</div>

<div class="layer-card l5">
  <div class="layer-header"><span>LAYER 5 
— FRAUD NETWORK &amp; COORDINATION</span>
</div>
  <div class="layer-body">
    <div class="layer-icon">🕸️</div>

    <div class="layer-content">
      <h3>Fraud Network &amp; 
Coordination Layer</h3>
      <p>Coordinated rings &nbsp;·&nbsp; 
Automated scale<br>Shared infrastructure 
&nbsp;·&nbsp; Industrialised fraud</p>
    </div>

  </div>
</div>

signal weights &amp; evidence per 
assessment</div>
  <div class="risk-point">Assessment 
ID for full audit trail</div>

</div>

<div class="panel">
  <h4>Example Fraud Scenario</h4>
  <div class="step"><div class="step-
num sn1">1</div><div class="step-
text">Synthetic identity is 

created</div></div>
  <div class="step"><div class="step-
num sn2">2</div><div class="step-
text">Automated account created via 
bot traffic</div></div>
  <div class="step"><div class="step-
num sn3">3</div><div class="step-

text">Prompt injection manipulates 
system instructions</div></div>
  <div class="step"><div class="step-
num sn4">4</div><div class="step-
text">Unauthorized transaction is 
initiated</div></div>
  <div class="step"><div class="step-

num sn5">5</div><div class="step-
text">Coordinated fraud network 
executes at scale</div></div>
</div>

<div class="panel">
  <h4>Technical Implementation</h4>

  <div class="tech-row">
    <div class="tech-icon ti-lib">📚
</div>
    <div class="tech-info">
      <div class="tech-name">Fraud 
Signal Library</div>
      <div class="tech-
url">github.com/Gururaj-GJ/fraud-

signal-library</div>
    </div>
  </div>
  <div class="tech-row">
    <div class="tech-icon ti-
eng">⚙️</div>
    <div class="tech-info">

      <div class="tech-name">Agent 
Risk Engine</div>
      <div class="tech-
url">github.com/Gururaj-GJ/zarelva-
agent-risk-engine</div>



    </div>
  </div>
</div>

<div class="panel">
  <h4>Applicable To</h4>
  <div class="use-cases">
    <span class="uc">Fintech 
platforms</span>
    <span class="uc">AI agent 
systems</span>

    <span class="uc">Digital 
marketplaces</span>
    <span class="uc">SaaS 
automation</span>
    <span class="uc">Payment 
platforms</span>
    <span class="uc">Digital 

lending</span>
  </div>
</div>
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